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1. NeuVector by SUSE

2. Amazon EKS – Shared responsibility model

3. NeuVector by SUSE on Amazon EKS demo

4. Further Information & Call to Action
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Complementary security 
products for a cloud native 

world.

NeuVector and AWS
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Containers increasing 

popularity makes 
them more attractive 

for attackers

Traditional Security 

tools don’t work well 
in these 

environments

Containers 

automation requires 
security to be 

automated too.

Kubernetes dynamic 

nature poses new 
challenges for 

network security

The Challenges?
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NeuVector Layered Security

Supply Chain 
Security

Runtime 
Security

Vulnerability Scanning

Compliance Scanning

Admission Control

Runtime Scanning

Threat Based Controls

Zero-Trust Controls
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— SUSE strategic relationship with AWS – creating more value for customers; co-innovation, 
improved delivery and operational experiences

— Whole lifecycle container security & governance in the customer segment of the AWS 
shared responsibility model (more on this to follow)

— Fast time to launch

— Commercial agility & utilisation of cloud budget (PAYG /Private Offer)

— Procurement on marketplace of SUSE container services retires 50% against AWS 
Enterprise Discount Program (EDP)

Accelerate, secure & optimise your AWS EKS adoption with NeuVector by SUSE

Why NeuVector by SUSE on Amazon EKS
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Security & Best Practices

Amazon Elastic 
Kubernetes Service (EKS)
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Dominik Wombacher
Senior Partner Solutions Architect

domwom@amazon.de
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— Managed Kubernetes Service

— Tightly integrated with AWS services

— Built with the Community

— Conformant and Compatible

Overview
Amazon EKS

11

Kubernetes 
control 
plane

API 
server

Controller 
manager Scheduler

ETCD

AWS responsibility
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Kubernetes releases & lifecycle
Amazon EKS
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End of support dates for v1.24 - v1.27 are approximate and are updated with an exact date when it's known.

            

                                                                                

     

     

     

     

     



Copyright © SUSE

Shared responsibility model
Amazon EKS
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Kubernetes 
control 
plane

API 
server

Controller 
manager Scheduler

ETCD

AWS responsibility

Container images, source code, IAM

EKS cluster configuration

Customer data

Network 
policies

RBAC 
bindings

Quotas 
and limit 

ranges

HPA 
and 
VPA

QOS 
and Pod 
priority

Pod 
security 
policies

Pod 
disruption 

budgets

Cluster 
addons

VPC configurationWorker node scaling

OS, kubelet, CRI and AMI configuration

Customer responsibility
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Managed Node Groups
Amazon EKS

14

Container images, source code, IAM

EKS cluster configuration

Customer data

Network 
policies

RBAC 
bindings

Quotas 
and limit 

ranges

HPA 
and 
VPA

QOS 
and Pod 
priority

Pod 
security 
policies

Pod 
disruption 

budgets

Cluster 
addons

VPC configurationWorker node scaling

OS, kubelet, CRI and AMI configuration

Customer responsibility

Container images, source code, IAM

EKS cluster configuration

Customer data

Network 
policies

RBAC 
bindings

Quotas 
and limit 

ranges

HPA 
and 
VPA

QOS 
and Pod 
priority

Pod 
security 
policies

Pod 
disruption 

budgets

Cluster 
addons

VPC configurationWorker node scaling

OS, kubelet, CRI and AMI configuration

Customer responsibility AWS responsibility

Self Managed Workers
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Complementing the shared responsibility model
NeuVector by SUSE on Amazon EKS
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Container images, source code, IAM

EKS cluster configuration

Customer data

Network 
policies

RBAC 
bindings

Quotas 
and limit 

ranges

HPA 
and 
VPA

QOS 
and Pod 
priority

Pod 
security 
policies

Pod 
disruption 

budgets

Cluster 
addons

VPC configurationWorker node scaling

OS, kubelet, CRI and AMI configuration

Customer responsibility

Compliance and Auditing

Run-time Security

Automation Security
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NeuVector on EKS demo
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Jain Joseph
Presales Consultant

Jain.Joseph@suse.com
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Kubernetes Cluster

Internet  t o Kubernetes

Pod to Pod

INTERNET

Kubernetes Networking Model

Container t o 

Container

Pod

Container t o 

Container

Pod
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Kubernetes Cluster

Internet  t o Kubernetes

Pod to Pod

INTERNET

Kubernetes Networking Model

Container t o 

Container

Pod

Container t o 

Container

Pod

K8’s Deep Packet Inspection
(PATENTED)

• Layer 3/4 Port
• Layer 7 Protocol
           +
• Processes
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Kubernetes Cluster

Internet  t o Kubernetes

Pod to Pod

INTERNET

Kubernetes Networking Model

Container t o 

Container

Pod

Container t o 

Container

Pod

DPI enables

• Automated Behavioral Learning
• Visibility You Didn’t Have Before
• Auto-Gen Security Policy
• Security as Code
• Zero-Day Countermeasures
• Unknown CVE Countermeasures
• Packet Capture
• Data Loss Prevention
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Identifies application behavior (Learning Mode)

CLUSTER

Node

Pod

Node

Pod

Node

Pod

Pod Pod Pod

ZERO TRUST BEHAVIOR LEARNING

Pod Pod Pod

Discover Discover Discover

Pod Pod Pod
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Alerts to any anomalous application behavior

Identifies application behavior (Learning Mode)

ZERO TRUST SEGMENTATION

Monitor Monitor Monitor

Pod

Pod

Pod

Pod

Pod

Pod
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Alerts to any anomalous application behavior
Denies on any anomalous application behavior

Identifies application behavior (Learning Mode)

ZERO TRUST SEGMENTATION

Pod

Protect

Pod

Pod

Pod

Protect

Pod

Pod

Pod

Protect

Pod

Pod
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Pod Pod Pod

Node Node Node

Pod

Node

Pod

Node

Virtual Switch Virtual Switch Virtual Switch Virtual Switch Virtual Switch

Pod Pod Pod Pod

Pod Pod Pod Pod Pod

Controller Controller Controller

Manage Policies 
REST API

Scanner Scanner

Parallel scanning 
FAST

Scales for large repositories

Web UI

Manager User Interface
CLI Console

Enforcer Enforcer Enforcer Enforcer Enforcer

Enforce Security Policies
Inspect Network Traffic
Deploy as Daemonset

NeuVector architecture / deployment



Copyright © SUSE

Dev

Integration

Cluster

QA

Cluster

PROD

Cluster

Profile (Discover)   →  Test (Monitor)   →  Enforce Zero-Trust (Protect)

eks-DEV eks-QA eks-PROD

Live 
Demo 
Time!

Securing your environment from development to 
production
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Complementing the shared responsibility model
NeuVector by SUSE on Amazon EKS
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Container images, source code, IAM

EKS cluster configuration

Customer data

Network 
policies
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bindings

Quotas 
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and Pod 
priority

Pod 
security 
policies

Pod 
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Cluster 
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Run-time Security

Automation Security
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— Blog: Introducing NeuVector with Enterprise 
Support on the AWS marketplace

— The Ultimate Guide to Kubernetes Security on 
AWS white paper

— Blog: Protect Kubernetes Containers on AWS

— Rodeos: Explore the SUSE Events page using 
tags to find Rodeos for NeuVector and 
Rancher

Further information 
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Interested in running a Proof of Concept with NeuVector by SUSE on AWS?
PoC/accelerator funding available by request (subject to use case/availability) – Contact aws@suse.com

Call to Action
Accelerate, secure & optimise your AWS EKS adoption with NeuVector by SUSE

Link to AWS listing 
for EU & UK

mailto:aws@suse.com
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© SUSE LLC. All Rights Reserved. SUSE and the 
SUSE logo are registered trademarks of SUSE 
LLC in the United States and other countries. 
All third-party trademarks are the property of 
their respective owners.

For more information, contact SUSE at:

+1 800 796 3700 (U.S./Canada)

Frankenstrasse 146

90461 Nürnberg

www.suse.com

Thank you
https://www.suse.com
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